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OT-IT Data Integration Challenges
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Opportunities

For Industrial Digital
Transformation.

e Machine data is under-utilized

e No processes to capture value
from data.

e Datanot treated as an asset




Data-Driven decision making and
. supply chain optimization.

Driving Forces

for Dlgltal. Increased competition and
Transformation consumer demand
in Industrial

Sector

Sustainability and regulatory
compliance
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_~ OT-IT Data Integration
Required for
Enabling Digital
Transformation.



OT-IT Data
Integration




Prevalence of
Data Silos

e Varied data sources and protocols

o on s Meamatiner: e Lack of a unified ecosystem

Data Data

e Prohibits OT - IT convergence

10



Prohibitive Cost of Edge Connectivity

DATA IS LOCKED BEHIND PROPRIETARY
INTERFACES

Specialized connectors required
Specific expertise required to gather data

Increased time-to-value
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Connectivity Infrastructure Replication

Use Case

Date Source Complex integration

Machine 1 Hard to scale

Predictive
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MQTT for Seamless OT-IT Data Integration
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Edge-Driven

\\\‘\\\\,j/)//;/"
Mierrsooih HIVEMQ oy Lightweight
Du[,/,sﬁ =
T = Highly-Scalable
Subsi:(rlbzr:
Backen

Simplified Integration

14



MQTT Based Industrial Architecture
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Key Steps to
Unlocking OT Data




Protocol Conversion
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Data Modelling

Define the structure, relationships, and characteristics of the data

Machine ID (unique identifier for the machine)
Timestamp (time when the reading was taken)
Temperature (current temperature of the machine)
Vibration (current vibration level of the machine)

Output Speed (current speed of the output from the machine)

A simple data model for a machine
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Data Normalization

Streamline the data, reducing redundancy, and enhancing data integrity

Machine ID: 001

Timestamp: 2023-05-12T14:00:00Z (UTC time)
Temperature: 75 (degrees Celsius)

Vibration: 3.2 (mm/s)

Output Speed: 50 (units per hour)

Machine data after normalisation
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Data Transformation

Convert raw data into a more suitable format for analysis

Machine ID: 001
Shift: Morning (2023-05-12T06:00:00Z to 2023-05-12T14:00:002)
Average Output Speed: 48 (units per hour)

Machine data after transformation
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Data Contextualisation

Enhance the interpretability of the data for more accurate
and effective decision-making.

Machine ID: 001

Shift: Morning (2023-05-12T06:00:00Z to 2023-05-12T14:00:002)
Average Output Speed: 48 (units per hour)

Product: Widget A

Maintenance Activity: None

Environmental Anomalies: Power surge reported at 2023-05-12T13:00:00Z

Machine data after contextualisation
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Data Quality Management
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OT-IT Data Unification
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Reference Architecture for OT-IT Integration
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Demo: Introducing HiveMQ Edge for OT-IT Data Integration

o Digital Transformation - s
* Cost

*Baxbilty
* Performance g - security
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Operational Technology

+ Machines ’ « Computing

* Equipment S « Infrastructure
+ Industrial Controls —= « Data Processing
* Monitoring y 2« Reporting & Analysis

Information Technology
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« Production Line Engineer + DevOps Line Engineer
« Fleet Engineer <— BCEWPEREEETSEI ——) - T Systems Architect
* Process Engineer + Data Analyst
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Thank You!




