BRIDGING REALMS

INTEGRATING MQTT

AND SIEMENS SCADA DATA
INTO THE 3D WORLD OF UNITY




SAFE HARBOR STATEMENT

The views expressed in this presentation are my own and do not
necessarily represent those of my employer. Any opinions or statements
made are based on personal analysis and should not be construed as
endorsed by my employer. This presentation is for informational purposes
only and does not constitute investment advice. Any forward-looking
statements are subject to uncertainties and risks, and actual results may
differ materially. Investors should conduct their own research before making
any decisions based on the information provided. Thank you.
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AGENDA

Introduction
MQTT for Gaming
GraphQL for Industry

Example Game with MQTT and GraphQL




UNITY 3D

Real Time 3D Game Engine
Programming Language C#
Multiplatform: Desktop, Mobile, ...

AR/VR/XR




THE POWER OF

MQTT FOR GAMING




MQTT FOR GAMING?

loT turns to lIoP

MQTT is used for connecting devices. Think about using
MQTT for connecting players. “Internet of Things” (loT) will
turn to ,Internet of Players“ (loP).

Sharing Information

As players move around in the game, they keep sending
updates like their location, healthy state, collected goodies,
.... MQTT acts like a messenger, picking up this information
and delivering it to everyone else playing.




MQTT FOR GAMING?

Join the game

In a multiplayer game, each player is like a device. When they join the
game, it's like they’re saying “Hello, I'm here!” to everyone else - this is
known as a “birth message” in MQTT terms.

Handling player exits

What if a player leaves the game intentionally or unintentionally? MQTT
has a smart feature called “last will message”. It's like a goodbye note that
tells other players someone has left the game. This way, everyone stays in
the loop.




CENTRAL MANAGEMENT

A central game management connected to the central MQTT
broker, written in any kind of language, could be used to
observe and control the game and all the players.




CONCLUSION

. Real-Time Updates: It's fast and perfect for real-time games.

. Reliable: If a player’s connection is shaky, MQTT makes sure messages get through.
3. Efficient: It doesn’t eat up much data, so players won't lag.
4. Simple: It's not complicated to set up and to use.

Using MQTT in multiplayer games is like having a mailman who ensures everyone knows
what's happening as it happens.




TIPS

Use a UNS like topic structure to separate lot of players in the world space.
Game XYZ

Game-Instance-1
Room1
Player 1
Room?2
Player 2
Player 3

Plan your Topic structure and well, also which ones must be retained.

Plan your Topic Payload well, also the payload of birth and last will message.

For Unity there is a ,MQTT for Unity“ asset. Link to Asset

Easy to use and usable with all the main build targets, including WebGL!



https://assetstore.unity.com/packages/tools/network/mqtt-for-unity-265888

MQTT IN UNITY DEMO

YouTube Link to Cube Demo
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https://youtu.be/WLyDFaf22MI?si=XDsAEdJTjePc7tDF

ADDING

SCADA DATA

GRAPHQL




GRAPHQL

Descriptive language, you get what you describe
GraphQL can be used for any kind of an API

Support for Subscriptions for Real Time Notifications
Mostly based on HTTP and WebSocket'’s

Made by Facebook/Meta, Open-Source, Foundation




GRAPHQL

The better REST

query getCheeseburger ($vegan:

No Over-fetching oeschurger |

https://api.com/cheeseburger/
lettuce
patty
bun

NO Under_fetching cheese @skip(if: $vegan)
Documentation ‘

—
always included! ﬂ;_.s%

A

—

et —_—

Source: https://hygraph.com/blog/graphql-vs-rest-apis




GRAPHQL FOR WINCC UNIFIED

Built in WinCC Unified SCADA System (>V18)
Out of the box you can get actual and history data out of
WinCC Unified SCADA system.

IT/OT Convergence
The IT can easily get the data out of the SCADA System

Game Integration
Can also be easily integrated into Unity 3D

Industrial Data
Bring industrial data easily to the 3D world




CONCLUSION GRAPHQL

. Real-Time Updates: GraphQL supports real time updates by its nature.
. Reliable: Based on HTTP and WebSocket's.
. Efficient: GraphQL only transports data which was requested.

. Simple: It's not complicated to set up and to use.




TIPS

For Unity there is a GraphQL for Unity asset. Link to Asset
Easy to use and usable with all the main build targets, including WebGL!
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https://assetstore.unity.com/packages/tools/network/graphql-for-unity-pro-199115

DEMNO

Real World

Physical Robot

MQTT Broker

Player 1 Player 2
Y0 Unity i3 Unity
i
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Robot Data

WinCC Unified SCADA

Virtual World

Historical Data

Cyber Physical
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Historical Data




DEMNO

YouTube Link to Game Demo

R ... reset rocket
SHIFT... move faster
Right Shift + Up/Down ... rotate rocket
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Pres Enter-Key to control Robot. Select joints with keys 1..6. Move selected joint with Q and E.
Press space to execute the Robots movement.



https://youtu.be/GyWZ7IUFz-4?si=95L4os0fQ0TFtbHM

CONCLUSION

1. Demonstrated the use of MQTT for Gaming

2.Combined MQTT and SCADA data in Unity

3.Combined real world with the virtual world

4. Included historical sensor data from SCADA




THANK YOU

Andreas.Vogler@rocworks.at

LinkedIn: https://www.linkedin.com/in/andreas-vogler/

Blog: www.rocworks.at
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